Business Continuity & Emergency Preparedness

CONTINUITY PLANNING

We view continuity planning as a process of identifying the threats and risks to an organiza-
tion and defining the adverse impact they pose to the organization’s critical operations and/
or mission essential functions, which serve as the basis for developing and implementing
actions to strengthen organizational resilience.

There are a number of standard methodological approaches governing business and govern-
ment continuity planning and we thoroughly understand them. The most common are the
standards issued by the Disaster Recovery Institute International (DRII) and the British Conti-
nuity Institute (BCl), which have traditionally been used to guide the development of private
sector Business Continuity Plans, and the U.S. Department of Homeland Security guidelines,
defined in Federal Continuity Directive 1 (FCD 1), Federal Executive Branch National Continuity
Program and Requirements, that generally guide the development of Federal, state and local
government Continuity of Operations (COOP) Plans.

Continuity planning has always
been a part of national secu- osjfﬁir;m ‘:|‘> Imﬂ
rity planning and is generally
recognized as a “good business
practice”. Continuity planning
(or the lack thereof) directly im-
pacts an organization’s ability to
carry out its critical or mission
essential functions under ad-
verse conditions and protect its
knowledge, processes, intellec-
tual property, brand, manage-
ment competence and other
elements that may impact an
organization’s bottom line.

Members of our BCEP Team
have proven experience (tested
over and over again) in times of
peace, war, disaster and nation-
al emergencies) in:

0 Developing continuity plans for a very wide variety of private and public sector organiza-
tions, including a number of Cabinet-level departments and agencies

O Pioneering the development of current Federal Executive Branch continuity programs and
the Nation’s first comprehensive National Continuity Implementation Plan

o Developing, resourcing, training and exercising continuity teams, be they COOP Emergen-
cy Relocation Groups (ERGs) or other staff responsible for executing critical operations

o Designing, developing, conducting, facilitating and evaluating a wide variety of tests, train-

Cage: 4RLJ8 ing events and exercises to determine the extent to which continuity programs, plans, poli-
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ties.
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O Building successful business cases for strengthening continuity programs, obtaining addi-
tional funding, and acquiring alternate operating facilities to meet unmet needs.
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Minority Woman-Owned Wg believe that business contln.uny pI.ans, policies and proce(.jures are one thllng (@ necessary
thing); but what really matters is making sure that everyone in the organization understands

SDB the plan (and their relationship to it) is what truly makes the plan viable and executable at the

drop of a dime; this is the wisdom that drives our collective approach continuity planning. We
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DISASTER RECOVERY PLANNING

When the lights go out, how much time do you have before critical systems need to be up
and running to support continuity of critical operations and mission essential functions?
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availability. Although much is being done in the IT and Disaster Recovery arena, it is striking
how little is being done within industry to address the such issues as the loss of operating facili-
ties, people, key skills, reputation and supply chain and telecom failure.

By leveraging the top notch talent and world-class solutions available through Nova Datacom’s
Information/Cyber Security (ICS), Governance, Risk and Compliance (GRC), and Enterprise Ar-
chitecture (AE) Practices, as well as from our strategic Disaster Recovery Planning partners, we
are confident we can help your organization define the specific strategies and tasks that must
be implemented to reduce risk, satisfy compliance requirements, and achieve demanding IT
disaster recovery goals and objectives.

EMERGENCY PREPAREDNESS
The only thing tougher than planning for an emergency is explaining why you didn't.

Emergencies are a part of everyday life, but the big disasters of the last 10 years have taught
governments, businesses and citizens alike that there’s an increasing need to prepare for emer-
gencies.

Even though America has one of the most comprehensive and sophisticated emergency pre-
paredness architectures in the world, this assemblage of practitioners, systems and net—works

continues to evolve. It requires a continuous cycle of planning, organizing, training, equipping,
exercising, and evaluation and improvement to prevent, protect against, respond to, mitigate
the consequences of, and recover from a wide range of emergencies and disasters.

Members of our BCEP team have coordinated the federal response to domestic disasters, man-
aged emergency operations centers, and have worked closely with all branches of the Federal
Government (from the working level to the President’s Cabinet). They have also helped state,
local and foreign governments establish, maintain, test and evaluate a comprehensive array of
emergency management plans, policies, procedures, teams, systems, facilities, and test, training
and exercise programs.

Members of our BCEP team have worked on military operations plans, civilemergency manage-
ment plans, pandemic response plans, anthrax response plans, nuclear and chemical prepared-
ness plans and variety of special event plans—some multi-year plans, some lasting only a few
days, and others being of the expedient, crisis-event driven type, such as those developed dur-
ing the attacks of September 11th and continuing for weeks and months thereafter.

Our BCEP team is well-versed with the elements of world class emergency management plans,
and has the operational and technical expertise to help strengthen your organization’s emer-
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